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Overview of Media Security
Dr.Hana Achour
University of batna 1

achour.hana7@gmail.com

Abstract:

With the increasing use of digital media for communication,
entertainment, and information dissemination, media security has
become a critical concern for individuals, businesses, and governments
alike. In this overview of media security, We discuss the various threats
that digital media content faces, such as piracy, hacking, and data
breaches, and the strategies and best practices that can be used to
mitigate these risks. The overview also highlights both technical and
non-technical aspects of media security, including legal and regulatory
frameworks, user education and awareness, and collaboration among
stakeholders...

Overall, this overview provides a comprehensive introduction to
media security, which 1is essential for anyone interested in
understanding the challenges and opportunities associated with
protecting digital media content in today's rapidly evolving digital
landscape.

Keywords: Media security, Digital media, hacking.
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1. Introduction:

In today's technologically advanced society, most individuals can't
even begin to picture their lives without it. Applications, websites, or
other new forms of online media that enable a large number of people
to share information and establish appropriate social and professional
contacts are referred to as social networking sites.

“Never trust, always verify” every user, device, application, and data
stream are considered untrustworthy. Each of the above must be
authenticated and then explicitly authorized with the minimum required
privileges. This part taken from the book titled « CYBERSECURITY
HANDBOOK » shows how dangerous the spontaneous use of
digitization is.

The issue of media security has become one of the important topics
in nowadays because it has an impact on various levels, whether for
individuals or governments, this is due to the large number of
mysterious threats that threaten any presence on digital platforms;
allowing information to be disseminated and accessible to everyone
made it difficult to know its details, control it, or prevent its spread.

The concept of media security refers to the protection of information
and assets related to media, such as digital content, intellectual property,
and confidential data. The importance of media security is shown
through that it helps organizations protect their reputation, prevent
financial losses, and ensure compliance with data privacy regulations.
Media security also helps protect the privacy and security of users,

10



uilaglat! ylabue (e dbesattg (nalid! Silullatog (oadhe 1 581 / a3k B SUESIY ) Alid) e

customers, and employees who rely on digital media to communicate
and access information.

The value of media security appears more in social networking sites
because the majority of social network users openly disclose a lot of
their personal information there. This data includes everything from
demographic data to contact details to comments, photos, and videos,
among other things. social networks have become a large pool of
sensitive data. Moreover, social network users tend to have a high level
of trust toward other social network users. They tend to accept friend
requests easily, and trust items that friends send to them (Majid &
Kouser, 2019).

In this research paper, we will seek to learn more about media
security, by asking a set of questions represented in:

e What is media security?

e Whatis the importance of media security?

e What are the media security threats?

e How to maintain the effectiveness of media security?

In order to answer these questions to reach the desired goals of this
research paper, we will provide explanatory theoretical information
represented in:

2. Definition of media security:

Media security is one of the family members of information security.
Media security including information hiding is built upon cryptography
and multimedia processing. There are many definitions od media
security we will try to mention the most common :

Media security is the practice of protecting the reputation or brand
image of an organization, group, or individual from attacks that use
content and influence through any form of media (digital, social,
broadcast, and beyond) to inflict harm. (Bauley, 2021) and it is the set
of measures taken to ensure that media content, including audio, video,
images, and text, is protected from unauthorized access, alteration, or
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deletion. This includes protecting media assets during storage,
transmission, and distribution.

In other researches they define media security is all the educational
and enlightening media activities that the relevant authorities
undertake, with the aim of preserving the security of the individual, the
group, the security of the homeland, and its gains, in light of the
"considered” purposes and interests. (Al-Emad, 2020)

In general, media security is crucial for safeguarding private data,
ensuring compliance, upholding confidence, avoiding cyberattacks, and
preserving reputation. The increased threat of cybercrime and
information security breaches can be better managed by organizations
that emphasize media security.

Media security involves both technical and non-technical aspects,
as follows:

o Technical aspects:

= Encryption: It is the process of converting digital datainto a
secret code that cannot be read by unauthorized persons. Encryption
is used to protect media content from unauthorized access, theft, or
tampering. There are mainly two types of Encryption Namely
Symmetric and Asymmetric Encryption

- Symmetric Encryption: involves having a singular key to both
encrypt the plaintext into cipher text and decrypt the ciphertext into
plaintext.

- Asymmetric Encryption: involves having two keys (one public
and the other private) where by one is used to encrypt the plaintext
and the other to decrypt the ciphertext. (Olufohunsi)

= Digital Rights Management (DRM): DRM is a set of
technologies used to control access to digital media content and
enforce copyright laws. Itis used to prevent unauthorized copying,
sharing, and distribution of media content. Digital Rights
Management is a collective name for technologies or a range of
techniques that prevent one from using a copyrighted digital work
beyond the degree to which the copyright owner (or a publisher who

12
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may not actually hold a copyright) wishes to allow one to use it.
(Chaudhuri)

= Watermarking: It is a technique used to embed a digital
watermark into media content to identify its origin and protect it
from piracy or unauthorized use. Digital watermarking is the act of
hiding a message related to a digital signal (i.e. an image, song,
video) within the signal itself, watermarking tries to hide a message
related to the actual content of the digital signal. (Averkiou, 2010)

= Content Protection: It involves the use of encryption, DRM,
and other technologies to protect media content from unauthorized
access, copying, or distribution.

o Non-technical aspects:

= Legal and Regulatory Frameworks: There are laws and
regulations that govern the use, distribution, and protection of digital
media content. Compliance withthese laws is essential for protecting
media content from legal and financial penalties.

= User Education and Awareness: Users need to be educated
on the risks and best practices for protecting digital media content.
This includes training on how to use DRM, encryption, and other
technologies to protect media content.

= Collaboration Among Stakeholders: Effective media
security requires collaboration among stakeholders, including
content creators, distributors, and consumers. This collaboration
involves sharing knowledge, information, and best practices to
protect media content from various risks and threats.

— Human Factors: Media security also involves human factors,
such as social engineering, phishing, and other tactics used to trick
users into revealing sensitive information or accessing unauthorized
media content.

13
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3. The importance of media security:
In the following, we will explain the importance of media security:

a. Protecting sensitive data: In the digital age, businesses
produce and retain a lot of sensitive data, such as financial records,
personal information, and intellectual property. By protecting
unauthorized access and use of sensitive information, media security
measures assist avoid financial losses and damage to reputation.

b. Ensuring compliance: A lot of businesses are bound by data
privacy laws like the GDPR, CCPA, and HIPA A, which call for them
to preserve sensitive data and notify others if a data breach occurs.
These regulations include substantial fines and legal penalties for
violations.

c. Upholding trust: Clients, users, and staff expect businesses to
safeguard their security and privacy. By displaying a dedication to
preserving sensitive information and preventing data breaches,
media security measures support keep trust.

d. Maintaining reputation: Security events and data breaches
can harm a company's reputation and diminish stakeholder trust.
Organizations can avoid security issues and preserve their reputation
as a reliable and secure company by giving media security priority.

e. Preventing cyberattacks: Media security measures help in
the prevention of cyberattack, which defined that is cyber-attacks
will include any attack or threats on a computer using the network
connection onthe internet. (Zaidy, 2014)

4. Media security threats:

The most common security threats a corporate network faces are
hackers, malicious code (spyware, adware, ransomware, viruses,
worms, Trojan horses), and malicious insiders. (Stewart, Chapple, &
Gibson, 2015).

These threats will be detailed in the following:

a. Hacking: Unauthorized access to computer systems or
networks to steal information, disrupt operations, or cause damage;
The term Hackers applies to computer fans who take pleasure in
gaining access to other people’s computers or networks. Many

14
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hackers are content with simply breaking in and leaving their
“footprints,” which are joke applications or messages on computer
desktops. Other hackers, often referred to as “crackers,” are more
malicious, crashing entire computer systems, stealing or damaging
confidential data, defacing Web pages, and ultimately disrupting
business. Some amateur hackers merely
locate hacking tools online and deploy them without much
understanding of how they work or their effects. (Cyber security
Handbook, 2015)

b. Phishing websites: Attempts to trick users into giving up their
personal information, such as usernames, passwords, and credit card
details .Phishing websites are common entry points of online social
engineering attacks, including numerous ongoing web scams. In
such type of attacks, the attackers create website pages by copying
genuine websites and send suspicious URLs to the targeted victims
through spam messages, texts, or online social networking. An
attacker scatters a fake variant of an original website, through email,
phone, or content messages, with the expectation that the targeted
victims would accept the cases in the email made. They will likely
target the victim to include their personal or highly sensitive data
(e.g., bank details, government savings number, etc.). A phishing
attack brings about an attacker acquiring bank card information and
login data

c. Malware: Software designed to damage, disrupt, or take
control of computer systems or networks. Malware is a contraction
of malicious software, is designed to destroy computer systems and
programmes. It has many forms such as virus, worm, Trojan and
spyware. Each year, many computer systems around the world will
be damaged as a result of malware (Saeed, 2020)

d. Social engineering attacks: Manipulation of human behavior
to obtain sensitive information or gain unauthorized access to
systems or networks. It is a non-specialized interruption depending
on human communication, which frequently includes fooling others
into breaking standard security methodology. The attacker utilizes
social skills and human cooperation to get data about anindividual,

15
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association, or network . The life cycle of social engineering usually
involves four phases:.

¢ Find methods of information collection (Reconnaissance)

e Develop a relationship (Trust)

e Exploit and execute (Exploitation)

e Exit (Jimoh, s.d.)

e. Insider threats: Threats from within the organization, such as
employees or contractors, who have access to sensitive information
and misuse it for personal gain or revenge. CISA defines insider
threat as the threat that an insider will use their authorized access,
wittingly or unwittingly, to do harm to the department’s mission,
resources, personnel, facilities, information, equipment, networks,
or systems. (Defining Insider Threats, s.d.)

These were the most important threats to media security that evolve
with the development of technology.

5. How to maintain the effectiveness of media security :

Companies are required to put in place a variety of media security
safeguards, such as firewalls, encryption, access controls, and employee
training programs. Additionally, it's critical for businesses to regularly
review and update their media security policies and procedures in order
to keep up with evolving threats and legal requirements. Businesses
may safeguard their assets and uphold stakeholder confidence by giving
media security first priority.

These precautions are general and we will try to give more
preference in the following points :

e Building awareness the information divulgence: clients
most fare thee well and exceptionally cognizant regarding the
revealing of their own information in profiles in social sites.

e Encouraging awareness: raising and instructive battles:
governments need to give and offer instructive classes about
awareness - raising and security issues.

16
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e Modifying the existing enactment: existing enactment
should be adjusted identified with the new innovation and new fakes
and assaults.

e Empowering the authentication: get to control and
authentication must be exceptionally solid so cybercrimes done by
programmers, spammers and other cybercriminals could be
decreased however much as could reasonably be expected.

e Using the most capable antivirus tools: clients must utilize
the most capable antivirus tools with normal updates and should
keep the fitting default setting, so that the antivirus tools could work
all the more successfully.

e Providing appropriate security tools: here, we offer
proposal to the security software providers and is that: they need to
offers some unique tools for clients that empower them to evacuate
their records and to oversee and control the distinctive privacy and
security issues. (Richa, April-June 2019)

6. Conclusion:

Even though research in the field of media security has advanced
significantly over the past ten years, there are still many issues with
current products. In addition, during that time, many additional issues
that were not previously expected have emerged. In order to tackle these
new issues, the robustness and capability of the current security models
have not been thoroughly examined or upgraded. Accordingly, this field
needs constant follow-up, while taking caution not to fall into security
breaches that may lead to disastrous results.
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Summary

The digital environment, social networking spaces and the
multiple uses of new media have witnessed a remarkable acceleration
in Algeria - similar to therest of theworld - because of the attractiveness
enjoyed by these new methods in the fields of information and virtual
communication, and the exchange of ideas and information freely and
away from the control of regulatory laws and the requirements of
national security. , creating a media and information exposure that must
be addressed and its dangers avoided, by accelerating the building of a
comprehensive national strategy, based on spreading awareness and
rationalizing use, leading to developing the necessary capabilities and
providing conditions conducive to confronting these growing dangers.

In this sense, our intervention will shed light on this topic through
the following axes:

The first axis: the interaction of Algerian users with the new digital
environment

The second axis: the exacerbation of informational risks in light of
media exposure

The third axis: the possibility of building a national strategy to
confront the risks of informatics and media exposu
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Abstract :

Inan era defined by unprecedented technological developments, the
media landscape is undergoing profound transformation, and traditional
newspapers, television and radio have joined a large-scale digital
ecosystem in which information flows rapidly and links truth and
fiction, and while this digital age has provided incredible opportunities
for global communication and information exchange, it has also created
new challenges to media security and safety.

The convergence of traditional journalism with Internet platforms,
social media and digital content creation has created a complex and
interconnected media environment. In this scenario, the term "media
security™ includes a range of critical concerns, including the protection
of press sources, protection against cyberattacks, ensuring the privacy
of individuals and organizations, and combating the spread of
misinformation and false news.

This intervention addresses the multifaceted dimensions of media
security in the digital age. It also explores various threats and
vulnerabilities faced by media organizations, journalists and news
consumers. Inaddition, identification of strategies and countermeasures
used to enhance media security, ranging from cybersecurity measures
and ethical journalism practices to regulatory frameworks and media
literacy initiatives.
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Le systeme de retraite en Algérie est un miroir qui reflete la réalité
du systéeme de protection sociale dont bénéficie le salarié en tant que
travailleur non salarié dans tous les pays, contrairement a leurs
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systemes, car il est considére comme l'un des droits sociaux les plus
importants que travailleur bénéficie en général.

La nouvelle orientation du gouvernement algérien ces derniéres
années vers la numérisation dans tous les domaines n'a pas exclu le
secteur de la retraite, ou le ministére du travail et de la sécurité sociale
a décide de numériser ses différents organismes pour suivre le rythme
du développement et fournir un service rapide et efficace aux citoyens,
et a ces organismes s'ajoute la Caisse nationale de retraite.

A travers cette étude, nous mettrons en évidence un intérét tres
important pour cet organe statutaire, qui est I'intérét des archives, pour
connaitre I'état de cet intérét dans le développement actuel des médias,
et pour diagnostiquer les mécanismes de sécurité, le cas échéant, qui
fonctionnent pour accompagner cet intérét et protéger l'institution des
atteintes extérieures qui pourraient perturber I'ensemble du systeme.

Mots clés : archive, numeérisation, retraite.
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Abstract :

The article focuses on the issue of Media security and information
disorder in the context of the Algerian needle stabbing case. The case
involves a series of attacks in which people were stabbed with needles
in public places. The study examines how social media and other online
platforms were used to spread fake news and rumors about the attacks,
leading to widespread panic and fear.

The study argues that effective media security measures are essential
to prevent the spread of misinformation and disinformation in such
cases. It also emphasizes the need for individuals and organizations to
be vigilant about the information they consume and share online.

Overall, the study provides a valuable analytical view on the
complex interplay between media security, information disorder, and
public safety in the context of the Algerian needle stabbing case.

Key words :

Media security — disinformation — fake news — needle stabbing.
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ABSTRACT :

In the recent years, media security and information risks in digital
spaces are a growing concern for individuals and organizations
worldwide. Risks to media security have changed over time as
cybercriminals have developed more effective attack strategies. Some
of the most prevalent types of cyber dangers include malware, phishing
schemes, ransomware attacks, and social engineering attacks.
Cybercriminals are increasingly using artificial intelligence and
machine learning algorithms, which makes it more difficult to identify
and stop these attacks

To safeguard their digital assets, companies and people are
investing more and more in cybersecurity solutions. A few examples of
this are the use of firewalls, antivirus software, intrusion detection
systems, and encryption technology. Using security frameworks like
the National Institute of Standards and Technology Cybersecurity
Framework (NIST CSF) and ISO/IEC 27001 can also aid firms in
creating a thorough security posture.

However, there is no assurance that these measures will be
effective, so it is important to use a combination of different techniques
and approaches, including artificial intelligence to reduce the risks and
improve overall security.

Artificial intelligence (Al) has emerged as a crucial tool for media
security and reducing information threats in digital spaces. Effective
security measures are more important than ever as theworld relies more
and more on digital platforms. Al has emerged as a powerful
technology for addressing this challenge by providing advanced threat
detection and prevention capabilities, automating content filtering and
moderation, improving user behavior analysis, enabling identity
verification, and facilitating anomaly detection.

Deep learning (DL) considered as one of the existing approaches
for detecting malicious content in images and videos , including spam,
phishing, and fake news, this is confirmed by the massive studies used
DL strategy in the literature. In this paper, efforts have been made to
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provide a recent overview of the existing methodsusing DL approaches
to enhance media security in digital spaces.

Index Terms— media security, cybersecurity, Artificial
intelligence, Deep Learning, Digital spaces

ot

Slgiadl §aad Nl clelaall § iloglall bolias Ladle¥l baslugll (ol cimial
ool sblxe pad @l slxil prer @ Slalailly 51,80 10150 (B8 5 3 sl
4n g Szl Anbad) Lo liall jebo S 8ol 950 pe el Laslusll
Slalaseas Bylatl meladl e gd ASYI Gilad! ozl #1931 (o Jedds 2dlad AST
Lohall ausiuwy Aelan¥l duadl Gloxay Luall olaxdly JlasYl
ol e Jazms Lo Y laig £ lda oW1 o KL Calia3yls s lite UK g pead|
Slaxdl oda AJZLE_‘g!j NINES

ool dsl> e aslly asll 51,88y o adl peailud Ayl sl Lled
Aalaily cilaog pall 2x8lSa alyg Al ol alaseiul U3 dliel (a9 .l
Ol s Hlb] Jie ol colyllo) olseied Gayl (Sog . addll 4asy 317 Cais
& 3aeluall ISO/IEC 27001 5 (NIST CSF) &ganll plally (olall agal Lild!
Jeld @AT a3 g0 ¢ Lad)

alagiul @) oo 100 (Allad eSie suladdl sda ol Olews azgs ¥ el as
sbbell Jelaxd (sl oK1 el 3 Ley abisel) zally olaad! (o degaze
ple U0 (¥l (pumiy

Slaga @l Jelasy DY o¥ Aol 315K (Al) sl (K01 Auas oyl
e 2dg (5l (e dgenl AST @laall 4ad sulaall o) Awed )l ol Ll §Asleglall
A58 20818 £l K b aad Nl mliaill e ASTE AST @Ilall daiiny Cop

127



uilaglat! ylabue (e dbesattg (nalid! Silullatog (oadhe 1 581 / a3k B SUESIY ) Alid) e

iy (dacdill Slga @) aie g 848 S hud wd o3 IUS (e guedl i ae Jolail]
oo Gamill (nSadg ¢pdeiadl olu Juloes (ruseis (ool b ling udins ldoe
Boliall e Lla¥l 448 pudsy Ll

iall 3wl Ggrmll BLAISY 535sll Ll ! a1 (DL) asall odadl S
A5 By AaBIl Ly JLas audally lydall BLagll U3 3 Ly lagsoiials
39 el (BT bl cusasiiad &1 deiiall Ll s e U5 S
cadlol ol izeianly B g ol Aty Aol Bylas pdgatd g I cum il lia
Bl il Ll @ Laslagl (el spad Geaadl @Ikl

(SUlaa¥l K Gilradl ¥ el Laslugll oyl umliall oL
o8l sLaall ( greadl wlasll

INTRODUCTION

Intoday'sworld, the use of digital media has become an integral part
of our daily lives [1]. Digital mediaincludes various types of data, such
as images, videos, audio files, and text documents, which are created,
stored, and transmitted through digital devices and networks. However,
with the increasing use of digital media, the issue of media security has
become more critical than ever [2]. Media security refers to the
protection of digital media from unauthorized access, manipulation, and
theft. Digital media is vulnerable to various types of attacks [3], such as
hacking, malware, phishing, and social engineering, which can
compromise the integrity and confidentiality of the data. The
consequences of media security breaches can be severe, ranging from
reputational damage to financial loss and even legal implications.

One of the primary challenges associated with media security in
digital spaces is the sheer volume of data that is created and transmitted
every day. The vast amount of data makes it difficult to monitor and
protect every single piece of digital media. Furthermore, the fast-paced
nature of digital communication means that media security measures
must be constantly updated and adapted to keep up with new threats.

128



Auilaglat! ylabue (e dibesatlg (alid! Silullaiog oSk 31 581 / aSke ¥ SLESIY 1 A

To address these challenges, various methods and techniques have been
developed. These include encryption, digital watermarks, and
steganography, among others [4].

Encryption [5] is the process of converting plaintext or readable data
into an unreadable format (ciphertext) by using an encryption algorithm
and a key. Only authorized parties who possess the correct key can
decryptthe ciphertext back into its original plaintext. Encryption is used
to secure data from unauthorized access, theft, or modification while it
is being transmitted or stored. It ensures that sensitive information
remains confidential and cannot be accessed by unauthorized
individuals. However, There are concerns about the security of
encryption algorithms themselves, as some algorithms have been
shown to be vulnerable to attacks or have been compromised by
government agencies.

A digital watermark [6] is a digital signal or marker embedded into
digital media such as images, audio or video files to provide
information about the authenticity or ownership of the media. The
watermark can be visible or invisible and may contain information such
as copyright details, the owner's name, or a unique identifier, it can help
to prevent unauthorized use of copyrighted material and can also be
used to track the use of media across different platforms and channels,
However, this method can be vulnerable to removal or alteration by
sophisticated attackers and it can also be visually distracting or reduce
the quality of the media, which can affect its usability.

Steganography [7] is the technique of hiding secret datawithin other
data (e.g. a message hidden within an image) in such a way that it is
difficult to detect. This method is often used in combination with
encryption to provide an additional layer of security. The hidden data is
embedded withinthe carrier datain away thatit is not easily detectable,
and can only be accessed by those with the correct knowledge or key.
Steganography can be used for covert communication or to hide
sensitive information in plain sight. However, this technique can be
vulnerable to detection by sophisticated analysis techniques. Even
small modifications to the stego media can disrupt the hidden message,
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and the use of steganography may increase the size of the media, which
can cause practical problems.

More advanced methodsare required to enhance media security. One
approach that has shown significant potential in enhancing media
security is the use of deep learning (DL) techniques [8]. DL is a subset
of machine learning that uses artificial neural networks to analyze and
learn from complex data. DL algorithms are designed to automatically
learn from large amounts of dataand discover patterns and relationships
that are not easily detectable by human analysis. This makes the
technique particularly well-suited for tasks such as image and video
analysis, speech recognition, natural language processing, and many
other applications.

In the context of media security, DL techniques have been used to
develop various models and algorithms for analyzing and processing
multimedia content [9]. One common application of DL in media
security is image classification, which involves the use of convolutional
neural networks (CNNSs) to classify images based on their content [10].
CNNs are designed to analyze images at different levels of abstraction,
from low-level features such as edges and textures to high-level
concepts such as objects and scenes. Another DL technique that has
been used in media security is generative adversarial networks (GANS)
[11], which are designed to generate realistic synthetic media. GANs
consist of two neural networks: a generator network that produces
synthetic media and a discriminator network that attemptsto distinguish
between real and synthetic media. By training the two networks
together, GANSs can generate highly realistic synthetic media that can
be used forvarious purposes, such as training DL models or augmenting
existing media datasets.

DL techniques have also been used in content-based multimedia
authentication, where the authenticity of multimedia content is verified
by analyzing various features such as texture, color distribution, and
image content [12]. DL algorithms can compare these features with
those of known authentic media to detect any discrepancies or
anomalies that may indicate tampering or manipulation. Overall, the use
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of DL techniques in media security has shown significant potential for
enhancing the security and integrity of multimedia content. Researchers
are continually exploring new applications of DL in media security, and
the widespread availability of large datasets and powerful computing
resources is enabling them to develop more sophisticated models and
techniques.

In this paper, we provide an overview of the different types of threats
to media security in digital spaces and the methods used to prevent and
mitigate these attacks. We also discuss the different types of media that
are vulnerable to security breaches, such as images, videos, and audio
files, and the unique challenges associated with securing each type of
media. Another section of this paper covers the role of deep learning in
addressing the issue of media security in digital spaces.

THE DIFFERENT TYPES OF MEDIA THAT ARE VULNERABLE TO
SECURITY BREACHES

Intoday'sdigital age, the ease of sharing and distributing multimedia
content online has made media security a significant concern. Different
types of media can be vulnerable to various security breaches, and it is
essential to understand these vulnerabilities to protect against them.

text-based media: This includes articles, news stories, blogs, and
other forms of written content. These types of media can be vulnerable
to threats such as phishing attacks [12], where cybercriminals use social
engineering tactics to trick users into giving away login credentials or
sensitive information.

Audio media: This includes podcasts, music, and other forms of
audio content. Audio media can be vulnerable to threats such as
deepfakes, where realistic but fake audio recordings are created to
spread false information or manipulate public opinion.

Video media: This includes videos, movies, and other forms of
visual content. Video media can be vulnerable to threats such as
deepfakes and video manipulation [13], where video content is edited
or manipulated to spread false information or damage reputations.
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Image media: This includes photographs, graphics, and other forms
of visual content. Image media can be vulnerable to threats such as
image manipulation and image-based attacks, where malicious code is
hidden within image files and used to infect computers or networks.

Social media: This includes platforms such as Facebook, Twitter,
and Instagram, which are used to share various forms of media content
[14]. Social media can be vulnerable to a range of threats, including
phishing attacks, fake news, cyberbullying, and other forms of online
harassment.

It's important to note that each type of media is vulnerable to
different types of security breaches. For example, text-based media is
more susceptible to phishing attacks, while video media is more prone
to deepfakes and video manipulation. Therefore, it's crucial for
individuals, businesses, and organizations to be aware of the different
types of threats that can affect their specific type of media and take
appropriate measures to protect their content from security breaches.

AN OVERVIEW OF THE DIFFERENT TYPES OF THREATS TO MEDIA
SEQURITY INDIGITAL SPACES

Media security is a critical concern in digital spaces due to the
widespread availability of sophisticated editing tools and the ease with
which multimedia content can be shared and distributed online. There
are several types of threats to media security that can have serious
consequences [15], such as the spread of false information, damage to

reputations, and threats to national security. the most common types of
threats to media security in digital spaces include:

Deepfakes

Deepfakes [16] are a type of digital manipulation technique that uses
Al [17] to create images or videos that appear to be real but are actually
completely fabricated. They use deep learning algorithms that analyze
and learn from large amounts of data to create convincing fakes that are
difficult to distinguish from genuine content. Deepfakes can be used to
create misleading or false information, impersonate individuals, and
damage reputations. For example, a deepfake video could be created to
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show a politician or public figure saying or doing something that they
never actually did, which could harm their reputation or impact the
outcome of an election. This technique can also be used to create fake
news or propaganda, which can be used to manipulate public opinion
or spread false information [18]. For example, a deepfake video could
be created to show a leader of a country announcing a false statement,
which could potentially start a war. The rise of this technology has
raised concerns about the potential for this type of content to be used
for malicious purposes. As the technology becomes more advanced, it
becomes increasingly difficult to detect fake content, which can have
serious consequences for individuals and society as a whole. To combat
this threat, there is a need for the development of technologies that can
detect and verify the authenticity of digital content. Additionally, it is
important for individuals and organizations to be vigilant and to use
critical thinking when evaluating the authenticity of online content.

Cybercrime

Cybercrime [19] is a term used to describe criminal activities carried
out using the internet or other digital technologies. There are two main
types of cybercrime: software-based attacks and social engineering
attacks [20]. Software-based attacks involve the use of malicious
software, or malware, to gain unauthorized access to systems and
networks, which can then be used to steal or destroy data. Common
types of malware include viruses, Trojans, ransomware, and spyware.
Social engineering attacks, on the other hand, use psychological
manipulation totrick individuals into giving away sensitive information
such as login credentials. Examples of social engineering attacks
include phishing, spear phishing, and pretexting.

The threat of cybercrime is significant, and it is essential that
individuals and organizations take steps to protect themselves. This
includes implementing strong password policies, using antivirus and
anti-malware software, and regularly updating security systems. It is
also crucial to educate people about the risks of cybercrime and the
measures they can take to safeguard themselves. By staying informed
and taking proactive steps to enhance their digital security, individuals
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and organizations can minimize their risk of falling victim to
cybercrime.

Malware

Malware [21] is a type of software that is specifically created to
cause harm or exploit vulnerabilities in computer systems, networks, or
devices. Cybercriminals often use various delivery methods, such as
email attachments, infected websites, or malicious software disguised
as legitimate programs, to distribute malware. There are several types
of malware, including viruses, trojans, ransomware, spyware, adware,
botnets, and rootkits [22]. Viruses replicate themselves and cause
damage to systems and data, while trojans are disguised as legitimate
software but contain malicious code that grants unauthorized access to
systems and networks [23]. Ransomware encrypts files on a victim's
computer and demands payment for the decryption key. Spyware is
designed to spy on computer activity and steal sensitive information,
while adware displays unwanted advertisements or pop-ups on devices.
Botnets[24] are networks of infected devices controlled by
cybercriminals for launching DDoS attacks or sending spam, and
rootkits are designed to hide their presence, making them difficult to
detect and remove. It is crucial to take preventive measures, such as
using anti-malware software, regularly updating security systems, and
being cautious when opening emails or visiting websites, to protect
against malware and its potential damage.

Social engineering

Social engineering attacks [25] are a type of cyber threat that relies
on psychological manipulation to deceive individuals into divulging
sensitive information. These attacks take advantage of human nature
and use various tactics to gain access to confidential data. Phishing
attacks [26] are a common form of social engineering, where
cybercriminals send emails or messages that appear to be from a
legitimate source, such as a bank or social media platform, to trick
individuals into giving away their login credentials. Spear phishing [27]
is a more targeted type of phishing attack that is directed at specific
individuals, often using information gathered from social media or
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other sources to make the attack more convincing. Pretexting [28] is
another type of social engineering attack where cybercriminals
impersonate someone else, such as a company employee or law
enforcement officer, to gain access to sensitive information. Other
tactics used in social engineering attacks may include baiting, where
cybercriminals offer something of value in exchange for sensitive
information, where they offer a service in exchange for confidential
data. Social engineering attacks can be difficult to detect [29], as they
rely on human error rather than technical vulnerabilities, making it
essential to educate individuals about the risks and to implement
security measures to protect against them.

Cyber espionage

Cyber espionage [30] is a type of threat to media security in which
individuals or organizations use digital tools and techniques to gather
sensitive information from other organizations or individuals. This can
include stealing trade secrets, intellectual property, financial
information, or other confidential data [31]. Cyber espionage is often
carried out by state-sponsored actors or organized criminal groups
seeking to gain a competitive advantage or to profit from stolen data.
The techniques used in cyber espionage can vary widely, but they often
involve the use of advanced hacking techniques, such as exploiting
zero-day vulnerabilities or using sophisticated malware to gain access
to targeted systems. One of the most high-profile examples of cyber
espionage is the 2016 hack of the Democratic National Committee
(DNC) during the U.S. presidential election, which was attributed to
Russian state-sponsored hackers. The hack resulted in the release of
sensitive emails and other documents, which were used to influence the
outcome of the election.

Denial-of-service (DoS)

Denial-of-service (DoS) attacks are a common type of cyberattack
that aims to disrupt the availability of a website or network to its
intended users [32]. These attacks can be carried out in various ways,
including flooding the target with traffic, sending numerous requests to
a server, or using a botnet to coordinate the attack from multiple
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sources. DoS attacks can cause significant damage to businesses and
organizations, particularly those that heavily rely on their online
services. They can result in loss of revenue, damage to reputation, and
even legal liability. Moreover, some DoS attacks may serve as a
diversionary tactic to distract I T staff while other, more serious attacks
are carried out. There are different types of DoS attacks, including
network-centric attacks that target network devices and infrastructure,
application-centric attacks that focus on specific applications or
services, and distributed denial-of-service (DDoS) attacks. DDoS
attacks use a network of compromised devices, called a botnet, to
overwhelm the target with traffic from multiple sources, making it
difficult to block the attack.

DEPP LEARNING ""AN OVERVIEW"

Deep learning is a subset of machine learning [33], which is a type
of Al that involves training algorithms to recognize patterns and make
predictions based on data. Deep learning is characterized by the use of
artificial neural networks, which are designed to mimic the structure
and function of the human brain. One of the key advantages of deep
learning is its ability to learn from large amounts of data without being
explicitly programmed. This is achieved through the use of layers of
interconnected nodes, or neurons, that process information and makes
predictions based on the patterns they identify in the data. Deep learning
has been applied to a wide range of fields, including image and speech
recognition, natural language processing, and even playing games like
Go and chess. Deep learning algorithms have shown significant
potential in detecting and preventing various types of security threats in
the context of media content [34]. One such threat is deepfakes, where
realistic but fake media content is created using sophisticated machine
learning techniques. Deep learning algorithms can be trained to
recognize patterns and anomalies in media content and detect whether
a piece of content is genuine or fake. Similarly, deep learning
algorithms can be used to prevent image-based attacks, where
cybercriminals can use various techniques to embed malware into
image files or use steganography to hide malicious data within images.
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DL can be trained to detect such anomalies in image dataand prevent
such attacks from occurring. In addition to these applications, DL
algorithms have been used in content-based multimedia authentication
to verify the authenticity of multimedia content by analyzing various
features such as texture, color distribution, and image content. These
algorithms compare these features with those of known authentic media
to detect any discrepancies or anomalies that may indicate tampering or
manipulation.

Overall, deep learning algorithms have emerged as a promising tool
in enhancing the security and integrity of media content in digital
spaces. With the increasing availability of large datasetsand powerful
computing resources, researchers are continually exploring new
applications of deep learning in media security to develop more
sophisticated models and techniques.

DEEP LEARNING ALGORITHMS FOR SECURING MEDIA CONTENT

Deep learning algorithms are revolutionizing the way we secure
media content, making it more reliable, efficient, and effective. These
algorithms are designed to learn and identify patterns from large sets of
data, allowing them to make accurate predictions and decisions based
on real-time information. The use of deep learning algorithms has
become increasingly popular in securing media content [34], withmany
applications and use cases emerging in recent years. From preventing
unauthorized access and piracy to identifying and blocking
inappropriate  content, deep learning algorithms have shown
tremendous potential in improving the overall security of media
content. Some of the commonly used deep learning algorithms for
securing media content include:

Convolutional Neural Networks (CNNSs):

CNNs are a type of deep neural network architecture that are
particularly effective at learning from images or visual data[35]. The
key feature of CNNsis that they use a series of convolutional layers that
apply a set of filters or kernels to the input image, which helps the
network to learn local patterns and features. In the context of securing
media content, CNNSs can be trained to detect and prevent unauthorized
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access by analyzing the visual characteristics of the media. For
example, watermarks or logos can be added tothe media as an indicator
of authorized access. CNNs can be trained to recognize these visual
markers and compare them against a database of authorized sources. If
the watermark or logo is not recognized or is inconsistent with the
authorized sources, the CNN can flag the media as potentially
unauthorized. Similarly, CNNs can be used to identify and block
inappropriate or harmful content, such as explicit or violent imagery.
By training the CNN on a large dataset of images that are labeled as
appropriate or inappropriate, the network can learn to recognize visual
patterns that are indicative of inappropriate content. For example, it
might learn to recognize nudity or violent imagery and flag those
images as inappropriate or harmful.

CNNs are a powerful tool for securing media content by learning
from visual data. By using a combination of pre-trained and custom
models, media companies can detect and prevent unauthorized access,
protect their intellectual property, and keep their users safe from
harmful or inappropriate content.

Recurrent Neural Networks (RNNSs):

RNNs are a type of neural network [36] architecture that are
designed to analyze sequential data, such as text, speech, or music. The
key feature of RNNsis that they have a recurrent connection that allows
the network to learn dependencies between time steps, making them
particularly useful for tasks where the input data has a temporal
structure. In the context of securing media content, RNNs can be used
to detect and prevent piracy or copyright infringement by analyzing the
text descriptions of the media and comparing them against authorized
sources. For example, a media company might provide a database of
authorized descriptions for their media, and an RNN can be trained to
recognize those descriptions and flag any descriptions that do not match
the authorized sources. RNNSs can also be used to predict future trends
in media consumption by analyzing user behavior and preferences over
time. By training an RNN on a large dataset of user interactions with
media, such as clicks, views, or purchases, the network can learn to
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recognize patterns in user behavior and predict future trends. For
example, it might learn that users who watch a lot of science fiction
movies also tend to watch a lot of action movies, and use that
knowledge to suggest new content to users. RNNs are a powerful tool
for securing media content by learning from sequential data. By using
a combination of pre-trained and custom models, media companies can
detect and prevent piracy or copyright infringement, predict future
trends in media consumption, and provide better recommendations to
their users.

Generative Adversarial Networks (GANSs):

GAN:Ss are a type of deep learning model [37] that consist of two
neural networks - a generator network and a discriminator network -
that work together to generate new datathat is similar toa given dataset.
The generator network learns to generate fake media that is similar to
the real media, while the discriminator network learns to distinguish
between the real media and the fake media generated by the generator.
In the context of securing media content, GANSs can be used to generate
fake media that is indistinguishable from the real media, making it
difficult for attackers to create counterfeit copies. For example, a media
company might use a GAN to generate fake images or videos that have
the same visual features as their real media, but with small variations
that are difficult for attackers to reproduce. These variations can be
controlled by the company and used as a secret watermark to identify
their authorized media. GANSs can also be used to detect and prevent
unauthorized access by generating fake media that contains hidden
watermarks or other security features that are only visible to authorized
users. For example, a media company might add a hidden watermark to
their authorized media that is only visible when the media is viewed
through a specific app or device. A GAN can be trained to generate fake
media with the same hiddenwatermark and then analyze it to determine
whether the watermark is present. If the watermark is not present, the
GAN can flag the media as potentially unauthorized. GANs are a
powerful tool for securing media content by generating fake media that
is difficult toreplicate and by detecting unauthorized access through the
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use of hidden security features. By using a combination of pre-trained
and custom models, media companies can protect their intellectual
property and prevent piracy and copyright infringement.

Autoencoders

Autoencoders [38] are a type of neural network that is used for data
compression and feature extraction. The network is designed to learn a
compressed representation of the input data, which can be used to
reconstruct the original data. The compressed representation can be
thought of as a summary of the most important features of the input
data. Inthe context of securing media content, autoencoders can be used
for detecting and preventing unauthorized access by analyzing the
compressed data. This can be done by comparing the compressed data
from authorized sources against the compressed data of potential
attackers. If the compressed data from a potential attacker is
significantly different from the authorized source, it can be flagged as
a potential security threat. Autoencoders can also be used for anomaly
detection in media content. By training the autoencoder on a large
dataset of authorized media, it can learn to reconstruct the most
common features of the data. When presented with new, unseen data,
the autoencoder can compare its reconstruction with the original data
and identify any significant differences. These differences can be
flagged as potential anomalies, which may indicate an attempt at
unauthorized access or an attack. Autoencoders are a useful tool for
securing media content because they can help identify potential security
threats and anomalies in the compressed data. By analyzing the
compressed data, autoencoders can provide an additional layer of
security to prevent unauthorized access to media content.

Deep Belief Networks (DBNs):

Deep Belief Networks (DBNSs) are a type of neural network [39] that
consists of multiple layers of restricted Boltzmann machines (RBMs),
which are generative models used for unsupervised learning. DBNSs can
be used for a variety of tasks, including image and speech recognition,
natural language processing, and anomaly detection. DBNs can be used
for detecting and preventing piracy and copyright infringement by

140



Auilaglat! ylabue (e dibesatlg (alid! Silullaiog oSk 31 581 / aSke ¥ SLESIY 1 A

analyzing the audio or visual features of media content. By training the
DBN on a large dataset of authorized media, it can learn to identify the
unique features of the media, such as visual or audio signatures, that
distinguish it from unauthorized copies. DBNs can also be used for
identifying and blocking inappropriate or harmful content by analyzing
the audio or visual features of the media. For example, the network can
be trained to identify explicit or violent imagery or hate speech in
videos and images. DBNs are a useful tool for securing media content
because they can help identify potential security threats and
inappropriate or harmful content. By analyzing the unique features of
media content, DBNs can provide an additional layer of security to
prevent piracy and copyright infringement, as well as to ensure that
media content is appropriate for its intended audience.

Long Short-Term Memory (LSTM) Networks

Long Short-Term Memory (LSTM) Networks are a type of
Recurrent Neural Network (RNN) [40] that are designed to effectively
model and analyze sequential data. Unlike traditional RNNs, LSTMs
can handle long-term dependencies and avoid the vanishing gradient
problem that can occur in deep networks. LSTMs can be used for
detecting and preventing piracy or copyright infringement. LSTMs can
be trained on a large dataset of authorized media and learn the patterns
and dependencies in the sequence of data, such as the sequence of
frames in a video or the sequence of notes in a music piece. This learned
knowledge can then be used to identify and flag any suspicious patterns
or anomalies in unauthorized media. For example, if an unauthorized
video or music piece contains similar sequences of frames or notes as
an authorized source, the LSTM can detect this pattern and flag it as a
potential security threat or copyright infringement. LSTMs can also be
used for predicting future trends in media consumption. By analyzing
user behavior and preferences over time, LSTMs can learn patterns in
user behavior and predict future trends in media consumption. This
information can be used to develop more effective content distribution
strategies and prevent piracy by identifying potential unauthorized
sources before they become widely available.
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LSTMs are a powerful tool for securing media content by analyzing
and modeling sequential data. By identifying potential security threats
and predicting future trends in media consumption, LSTMs can help
ensure that media content is distributed and consumed in a safe and
secure manner.

Deep Residual Networks (ResNets)

ResNets are a type of neural network architecture [41] that allows
for much deeper networks to be trained without the problem of
vanishing gradients. They achieve this by introducing residual
connections, which allow information to flow directly from one layer
to another without being transformed by a sequence of layers. ResNets
can be used for tasks such as image and video analysis, detecting and
preventing piracy, and identifying and blocking inappropriate or
harmful content. For example, ResNets can be trained to recognize and
classify different types of media content based on their visual features,
such as watermarks, logos, or other identifying marks. They can also be
used to detect and prevent piracy by analyzing the digital signatures or
fingerprints of the media content and comparing them against
authorized sources. ResNets are a powerful tool for securing media
content, particularly in tasks that require deep analysis of visual
features. However, they may not be as effective for analyzing sequential
data such as text or audio, which is where other types of deep learning
algorithms, such as RNNs or LSTMs, may be more useful.

Siamese neural networks

Siamese neural networkscan also be used for securing media content
[42]. Siamese networks are a type of neural network architecture that
use twin networks that share the same weights and architecture. They
are typically used for tasks such as image or text similarity
comparisons, where the goal is to determine how similar two inputs are
to each other.In the context of securing media content, Siamese
networks can be used to detect and prevent unauthorized access by
comparing the visual or audio features of a given media file to a known
authorized copy. The two input files are fed into the twin networks, and
the outputs are compared to determine the level of similarity. This
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approach can be used to identify pirated or unauthorized copies of
media content by analyzing differences in visual or audio features.
Siamese networks can also be used for tasks such as identifying and
blocking inappropriate or harmful content by comparing media files
against a database of known harmful content. The network can be
trained to recognize patterns and features that are associated with
harmful or inappropriate content, and then compare new media files
against this database to detect potential issues.

Overall, Siamese networks are a useful tool for securing media
content, particularly in tasks that require comparing the similarity of
media files. However, they may not be as effective for more complex
analysis tasks, such as predicting future trends in media consumption
or generating realistic media content.

CONCLUSION

In conclusion, the growing concern of media security and
information risks in digital spaces has led to the development of
advanced cybersecurity solutions, such as firewalls, antivirus software,
and encryption technology. However, cybercriminals are increasingly
using artificial intelligence and machine learning algorithms, making it
more difficult to identify and stop attacks. Therefore, artificial
intelligence has emerged as a crucial tool for media security and
reducing information threats in digital spaces, DL has emerged as an
effective approach for detecting malicious content in images and
videos, including spam, phishing, and fake news. This is supported by
a significant amount of research that has used DL strategies in the
literature. In this paper, an overview of the existing methodsusing DL
approaches to enhance media security in digital spaces has been
provided. As cybercriminals continue to develop more sophisticated
attack strategies, it is becoming increasingly difficult for traditional
security measures to keep pace. This is where DL can play a crucial role
in enhancing media security in digital spaces. DL can help to automate
the detection and prevention of cyber threats, which can significantly
reduce the response time and increase the accuracy of security
measures. DL algorithms can also learn and adapt to new types of
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attacks, making them more effective in detecting and preventing future
threats. As digital platforms continue to evolve and become more
complex, DL is poised to become an even more critical tool in the
ongoing battle against cybercriminals and other malicious actors.
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Résume :

Le Dr Muhammad Qirat s'est un jour interrogé dans l'un de ses
articles sur la possibilité d'oser parler de la sécurité des médias arabes a
une époque de dépendance quasi totale, et dans desconditions de dérive
culturelle, et a une époque ou le citoyen arabe consomme les médias, la
culture et des produits de divertissement, dont la plupart sont importés
d'outre-mer, avec des valeurs et des idées éloignées de sa réalite, de son
environnement, de son histoire et de son identité. Dans ce contexte, ce
document de recherche est venu discuter de [linfluence de la

dépendance des médias sur la pratique des médias en Algérie, et les
défis de la recherche d'identité a la lumiére de I'effondrement du
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systeme de valeurs a la suite du néo-colonialisme, dans lequel les
médias modernes, avec ses terribles capacités a faire face aux
événements et a faire circuler I'information rapidement et efficacement,
joue un réle majeur.

Mots clés: La sécurité des médias, La dépendance des médias, Les
valeurs, L' identité.
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Abstract :

Achevions media Security and digital awareness includes providing
the necessary training to users on how to identify misinformation and
false news, in order to encourage them to safely use the Internet and
social media, in addition to providing the information and tools that
users need to verify the validity of the information in circulation.
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Information and news, as well as warning them against relying on
information circulating on social media and unreliable websites.

From this point of view, this research paper aims to know how to be
exposed to social media and use the Internet, by conducting a field study
on a sample of students from the Department of Information and
Communication Sciences at Mohamed EI Arabi Ben M'hidi University
- Umm EIl Bawagi - using the descriptive approach and the
questionnaire as a tool to collect data .

Keywords: digital awareness. Misinformation. Digital space
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Abstract :

The media is considred one of the most important national security,
media security has dimensions and mechanisms that must be achieved
especially the bets facing it. The internet has allowed the appearance of
new forms of media which the journalist work ethics are not applied.
media security also has a role in achieving human security , and this is
due to the importance of the media and the contents it provides as well
as its ability to influence poeple change their behaviors , and attitudes
based on the contents presented , media also published needs and
requirements of people.

That’s why some people use media to duffision rumors and fake
news , especially whiththe appearance of digital media where obtaining
information has become easy , but verifying its authenticity is the
difficult thing , where there many unfficial news pages that are very
popular , and they are provides many information with easy access to it
, Which the media is unable to apply media security , and this has
become one of the biggest challenges facing journalists and media
organizations.

Therfore , this study aims to identify the mechanisms applied by the
algerian channels to achieve media security.

Key words:

Security- Media Security- Media- Digital Media- Algerian
Channels.
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Abstract

The study aims to identify the crime of publishing the false news
stipulated in the Algerian legislator in the amended and completed
penal code under Law 20/06 issued in 2020, and to reveal the
mechanisms he adopted to criminalize this act, and the penalties
prescribed for that, and the cornerstone of the crime and its seriousness
has been determined on society, As well as analyzing what the legislator
came within this law.

The study concluded with a set of results, most notably that the
Algerian legislator did not know the crime of publishing false news and
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considered it only a misdemeanor, and the conditions of tightening that
must be stipulated in the event of this crime were committed at the time
of crisis and others.

Key words: false news, law, crime, freedom of expression.
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